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Abstract:
International digital trade is accelerating the speed of economic globalization and is becoming a new driver of economic 
growth. Data, as a key production factor, is ubiquitous in digital trade. This paper combines research on the topics of 
economy and trade in the digital era and further relates to cross-border data flows, to analyze regulations and governance 
of data flows in different economies, especially comparing the core elements involving cross-border data flows in 
regional agreements such as the CPTPP, the DEPA and the RCEP, to explore the rationality and necessity of various 
types of regulations. Besides, from investigating the specific development of the international community to discuss the 
real governance dilemma about strict regulation and fragmentation of data flows, to explore the solution to the problem 
of balancing cross-border data flows and risk prevention in international trade from legal regulation.
Keywords: International digital trade, Cross-border data flows, Global governance, Sovereignty and human 
rights

1. Introduction
Digital technology and smart manufacturing in the fourth 
industrial revolution have been widely used in various 
fields around the world, making digital trade a strong driv-
ing force for the growth of the global economy. According 
to McKinsey’s forecasts, every 10% increase in data flows 
will promote 0.2% growth of GDP. By 2025, the contribu-
tion of global data flows to economic growth is expected 
to reach 11 trillion dollars. Cross-border data flows are 
intricately linked with cross-border digital services and 
products, serving as a fundamental supporting element in 
digital trade. However, data flows possess a dual nature, 
resembling a “double-edged sword”. From a beneficial 
standpoint, as an intangible asset, cross-border data mo-
tivates digital trade to develop in resource sharing. From 
a challenging standpoint, it is difficult to bridge the gap 
about standpoints in regulations on data flows in different 
nations. Different legal frameworks result in data being 
unable to flow smoothly on issues related to national sov-
ereignty, public security, personal privacy, enterprise de-
velopment and so on. This affects international trade and 
even brings barriers and legal risks.
The scale of data flow ought to match the need of digital 
trade accordingly. Cyberspace Administration of China 
released data showing that the scale of the Chinese digi-
tal economy and data production is stably ranked as the 

second market in the global digital economy, but China’s 
network data flows have a quite gap with some economies 
such as the United States and the European Union. In the 
construction of the double-cycle pattern, China has not 
yet formed a thorough legal system for data governance. 
On account of data flows being positively correlated with 
GDP, China should carefully consider in the rapid process 
of globalization: How can a relatively small scale of data 
flows make data elements work in digital trade? How to 
ensure the safety of data and digital trade when cross-bor-
der data flows? How can data resources be fully utilized 
to foster a deeper integration into economic globalization? 
Based on the co-existence characteristic of opportunities 
and inherent risks in cross-border data flows, this paper 
endeavors to categorize the concerns and divergences 
among various data flows rules, aiming to explore the 
global regulatory framework in such flows.

2. Status and challenges in cross-bor-
der data flows
For the international community’s “stock competition”, 
digital trade as a new driven force, takes data-driven as 
the core, rendering cross-border data flows a crucial topic. 
However, the international community has not yet formed 
a global set of rules about data flows, rendering it incapa-
ble of keeping pace with advancements in trade and data. 
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This is due to the intricate relationship between digital 
trade, which spurs data flows, and various regulations of 
national sovereignty and individual human rights in di-
versified regulations. Consequently, this poses numerous 
challenges.

2.1 Links between cross-border data flows 
and free digital trade
During the period of digital revolution, digitization of 
trade and trade of digitalize are booming developed, can-
not be divorced data. Nevertheless, excessively free data 
flows will produce risks of trade across borders, while ex-
cessively restrictive data flows will bring out some shrink-
age in trade.
With regard to the position on maintaining free digital 
trade, countries and regions, mainly represented by the 
United States, advocate to promote data flows freely. The 
Organization for Economic Co-operation and Develop-
ment (OECD) promulgated Guidelines on Personal Data 
Privacy and Protection of Cross-Border Data Flows to 
harmonize privacy and personal information protection 
across nations, and issued Declaration on Transborder 
Data Flow calling nations to open up and accommodate 
data flows. Asia-Pacific Economic Cooperation (APEC) 
launched Cross-Border Privacy Rules (CBPR) to establish 
a certification mechanism of a “soft law” for free digital 
trade, which was formed and improved on the basis of the 
OECD. If enterprises join the organization, they will be 
able to freely transfer data across borders to each other 
once they are certified. In addition, the North American 
Free Trade Agreement (NAFTA) also formulated the 
relevant rules, symbolically combining data flow with 
digital trade, The United States-Mexico-Canada Agree-
ment (USMCA), places a significant emphasis on digital 
trade, with a key objective of promoting the free flow of 
data among the participating countries while emphasiz-
ing the elimination of trade barriers. It firstly creates a 
“digital trade” section, emphasizing that neither party can 
restrict data flows of personal information unless it is for 
a legitimate public purpose and under non-discriminatory 
terms[1]. This perspective is to take a positive attitude and 
arrange bottom-line measures.
However, the risks posed by data flows to free trade in 
data cannot be ignored. Nowadays, for companies with 
businesses, suppliers or customers across borders, no one 
can afford to leave cross-border data transfers to gain 
competitive advantages or for normal business operations 
and therefore would be harmed by data flow restrictions 
for any nation in which it operates[2]. Taking a comprehen-
sive view of data flows within the framework of digital 
trade: loose rules on data flows may facilitate the growth 
of digital trade, but they also heighten the challenges 

associated with risk control, which might jeopardize the 
developing countries’ interests, while helping developed 
countries to implement global economic control with data. 
Strict rules on data flows are not conducive to the devel-
opment of digital trade, but they can control risk with less 
difficulty, and developing countries, can avoid the data 
hegemony of developed countries[3]. Whether it is loose or 
strict, regulations in the international community on data 
flows pose challenges to national security, protection of 
business interests and individual privacy.

2.2 Connections between Cross-border data 
flows, data sovereignty and digital human 
rights
In the digital era, cyberspace, with its blurred margins and 
complex transmissions, challenges national sovereignty 
and people’s private rights in terms of territorial principles 
and information privacy.
About data sovereignty, data, as a new form of national 
sovereignty evolution, is a new type of competitive re-
source for countries in cyberspace, economies in inter-
national trade have manifested pluralistic positions on 
cross-border data, which are mainly represented by data 
without borders and data-localization. The theory of data 
without borders was reflected in the early concept of cy-
berspace sovereignty, which emphasized that data should 
flow freely and independently. In Law and Borders, it is 
suggested that the Internet naturally has the characteristic 
of transcending sovereignty, and the Internet law is not 
suitable for national sovereignty and territorial regula-
tions. With the increase in data risks and the need for 
national security, the “Snowden affair” was the trigger for 
the increased legal regulation of data localization, pre-
serving data within countries or regions and treating data 
flows with restriction. From the perspective of analyzing 
the layered legal forms of cyber sovereignty, data-local-
ization reaffirms that sovereign states have the right to 
control data within their borders, marking the Westphalian 
Sovereignty tradition returns to cyberspace[4].
The attitude of data sovereignty is reflected in the devel-
oping position of whether data is considered to affect sov-
ereign security. The United States views data sovereignty 
as an element of the cooperation and competition among 
countries in the field of data, with an overall focus on the 
market approach, representing “data without borders”; 
the European Union intends to realize its own data sover-
eignty through the protection of data rights, focusing on 
fundamental rights, reflecting in the model that Sovereign-
ty internalizes into the private rights, representing “data 
localization”. Even though there has a conflict between 
the U.S. and the European Union’s position on data sover-
eignty, both of them might embody “trade protectionism” 
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or “long arm jurisdiction”. For the position of the United 
States, if view data flows solely in terms of trade, essen-
tially, it amounts to promoting American data position 
indiscriminately to other countries and regions. Such an 
approach appears to be ostensibly “neutral”, however, it 
actually threatens the rights and interests of regulations of 
data for other sovereign nations[5]. For the position of the 
EU, which has a negative impact on national or region-
al GDP and offsets productivity gains from major trade 
agreements, so that any gains from data-localization far 
outweighing losses[6].
The human right to data is reflected in whether the safe-
guarding of data and information is recognized as a fun-
damental human right. The Data Protection Directive, 
enacted by the EU emphasized to protection of personal 
data information and regulate data privacy laws within 
countries that have participated in the EU. It is feasible 
to identify elements that can reasonably be labeled as 
“European influences” and certain contemporary national 
data privacy laws beyond Europe indicate that “European 
standards” have exerted a significantly greater influence 
beyond the continent, and this influence is rising.[7]. The 
General Data Protection Regulation (GDPR), has proved 
to implement the adequate level of protection rule, also 
has changed clearly. This regulation insists essential prin-
ciples, including controlling the flow of data for individ-
uals and strengthening data supervisory for professional 
works on regions, leakage regulation, and sanctions. 
GDPR rose regulations’ standards about the protection 
of global data, This reform, to a large extent, is the most 
ambitious attempt so far to guarantee the individual rights 
of a generation in the digital field[8]. However, the United 
States, adapts an alternative model, places data protection 
within the framework of commercial interests, which is a 
typical model of industry self-regulation. Built upon the 
principle of “accountability,” this model presupposes the 
free flow of data as a prerequisite, requiring data holders 
to take reasonable and lawful measures to ensure the se-
curity of the data that maintain in their operations[9]. In 
essence, it emphasizes the facilitation of cross-border data 
flow to the maximum extent possible to accommodate 
the development of the economic and trade. Its attitude 
showed for the first time in the text was the Trans-Pacific 
Partnership Agreement (TPP), imposing binding commit-
ments to ensure the free flow of data across borders within 
its e-commerce chapter. With human rights developing 
deeply, CBPR system signed by APEC, is similar to a 
combined version of the EU and America on regulations 
in data flows, but it is still inclines to the industry self-reg-
ulation model. Under the regulations of the CBPR, every 
economy member seeking to take part in the system ought 
to first nominate at least one privacy certification authority 

for participating in the Cross-Border Privacy Enforcement 
Arrangement (CPEA), and who will join in the CPEA 
should develop standards based on nine principles of the 
APEC Privacy Framework about the data flows across 
borders.
The different attitudes of States towards the human right 
to data also have different implications. Although the posi-
tion of human rights to data has a variety of reasonability, 
it could also lead to unilateralism and long-armed juris-
diction, even worse to civilisational supremacy. Therefore, 
for the issue of data flows, more consideration are needed 
with regard of the human rights. China has paid attention 
to human rights protection to data in data flows, adhering 
to the guiding principle of putting the people first. Mea-
sures for Security Assessment for Outbound Data Transfer 
in China carries the spirit of the principle of proportion-
ality through to the regulation, striving to strike a balance 
between data security and development.
Through the transition of novel ideas, products, technol-
ogies, and business models, info-globalization facilitates 
the flow and expansion of cross-border information and 
resources[10]. Indeed, relationships among data flows, data 
sovereignty and digital human rights in different countries 
or regions are often reflected in various legal regulations.

2.3 Conflicting legal regulations of cross-bor-
der data flows
Currently, the international community lacks a unified 
perception and regulation regarding cross-border data 
flows. Rules represented by the “US model”, the “EU 
model”, the “Singapore model” and the emerging “China 
model” reflect more clearly different positions. Conse-
quently, from analyzing different models with a view to 
focusing on the impediments to the development of digital 
trade posed by the problem of global cross-border data 
fragmentation, drawing lessons from experiences and pro-
viding references for subsequent practice.
The first category is represented by the United States, 
which has long relied on industry self-regulatory mech-
anisms in the free trade of data, insisting on the priority 
of economic interests and supporting the free data flows 
maximally. Access to information and contacts in other 
countries through data flows so as to gain an upper hand 
in economic development. The second category is repre-
sented by the EU, emphasizing the priority of data privacy 
and national security, and imposes data flow restrictions 
and protections. One the one hand, the EU realizes this 
objective by making the data flows freely inside the EU 
as a legal principle, on the other hand, by distinguishing 
flows from the transfer of data outside. European data 
protection law channels data processing in many ways: 
it fabricates spaces within which personal data shall not 
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cross unless following ad-hoc paths and erects legal routes 
through which personal data might move[11]. The standard 
of data flows freely has been completed in GDPR, making 
rules more resilient. The third category represented by 
Singapore, seeking data flows in a dynamic balance that 
safeguards digital security and efficiency are concerned. 
To provide resources and security for personal and busi-
ness data and reduce the threat of internet data risks, Sin-
gapore, together with Chile and New Zealand, signed the 
Digital Economy Partnership Agreement (DEPA), as the 
first regional agreement to make specific provisions for 
the digital economy, it states that each contracting party 
should allow the data flows in principle, prohibits the re-
quirement for data to be stored locally, and build rules for 
the open sharing of data in order to achieve data-driven in-
novation. The fourth category is the developing countries 
represented by China, which mostly adepts the path of 
balancing data security protection and data flows. China 
released Global Initiative on Data Security and joined the 
RCEP to actively promote the global economy and engage 
in consultations on governance about data, responding to 
the complex positions of different economies. In 2022, af-
ter announced Data Exist Security Assessment Measures, 
together with Laws in the Cyber Security, the Data Securi-
ty and the Personal Information, China has formed a data 
regulatory framework. Combined with Chinese character-
istics of prior to carry and try, China has fully used Shang-
hai’s advantages in the flow and trading of data elements, 
explored new mechanisms regarding data flows in digital 
trade.
As the main channel for upholding the multilateral trading 
system, the WTO, which was formed before the Internet 
era and has a large membership, was difficult to form a 
unified view on data flows. With new opportunities, Free 
Trade Agreement (FTA) have become an important ven-
ue for discussing data governance issues under the WTO 
framework.The CPTPP and the USMCA have basically 
agreed on data flows, supporting free data flows with the 
“principles and exceptions” model, setting a bottom line 
of limitations while paying attention to maximizing the 
data flows. Which means though data flow is an obliga-
tion, it is still inherently limited. As the world’s first re-
gional agreement on digital economy, DEPA emphasizes 
data as a key factor of production through in “Innovation 
and the Digital Economy”, building rules on open data 
sharing to reach data-driven innovation. RCEP stands as 
the largest and most important free trade agreement in the 
Asia-Pacific region, in support of the premise that the par-
ties have different requirements for the regulation of data, 
has also implemented “principles and exceptions”. The 
difference is that it also adds specific exceptions, which 
is legitimate public policy objective, expanded the right 

of parties to safeguard data security, while also affording 
discretionary discretionary space for restrictions.

3. China’s Programme in Data Flows
As a global digital power, China is at the centre of interna-
tional trade. Focusing on Chinese proposal on regulations 
of data flows, it is not only necessary to improve relevant 
domestic legislation and strengthen risk control in this is-
sue, but also should actively integrate into the internation-
al governance mechanism, complying with the trend of 
economic globalization and fostering the digital economic 
development.
For domestic regulations, China, grounded in the Data 
Security Law, China emphasizes the achievement of a 
dynamic balance between enforcing the legality of data 
and facilitating its open sharing.. Article 11 stipulates, 
“China actively carries out international exchanges and 
cooperation in the fields of data security governance, data 
exploitation and utilisation, participating in the formu-
lation of international rules and standards related to data 
security, so as to promote the safe and free of data flows.” 
In addition, China has gradually refined the scope of data 
flows and corporate compliance standards, with classified 
and graded management, which is to fill the data protec-
tion gap on the basis of individual privacy and national 
security, ultimately to regulate and promote data flows.
In international regulatory participation, China has active-
ly engaged in competition and cooperation in the digital 
economy and trade. In 2020, China introduced the Global 
Data Security Initiative, aiming to regulate data through a 
multilateral lens, while balancing considerations of both 
security and development. It calls on the world to build 
a peaceful, open, shared and secure system of cross-bor-
der data flows. China also actively participates in FTA, 
exerts power in RCEP, participates in the discussion and 
formulation of rules for data, and applies for membership 
in CPTPP and DEPA, proactively benchmarking interna-
tional high-standard economic and trade rules. In the fu-
ture, China should balance the restriction and circulation 
of data in the complex and diverse data flows rules. The 
key is to build a compatible regulatory framework, which 
includes clarifying the scope of important data to define 
the “Negative List” for preventing national security risks, 
improving the cross-border accountability for protecting 
personal information rights and interests to ease pre-su-
pervision pressure, and focusing on data access rights in-
stead of data localization for upholding the jurisdiction of 
justice and enforcement[12].

4. Conclusion
With the rapid growth of digital economy, along with the 
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seamless cross-border flow of data, is evolving into a piv-
otal platform for international trade. We must be clear that 
data flows is a product of digital trade that combines reali-
ty and networks, human rights and sovereignty, regulation 
and development. Although economies have regulated 
data flows under the WTO framework and established 
multiple agreements to weaken the obstacles to this issue, 
it is clear that existing fragmented regulations meet the 
needs of a safe and free flow. Therefore, it is particularly 
important to establish a global regulation of data flows 
which not only requires WTO to play a key role, but also 
requires economies to be able to consider others’ interests 
while considering themselves. For China, it should absorb 
and learn from parts of different data cross-borer regula-
tion models that promote the development of digital trade 
about safeguard sovereignty and human rights, support 
global international organizations to carry out cooperation 
on data governance.
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